
 
 
 
Data Protection Policy  
General Statement of Policy  
VCKC processes personal data relating to staff, volunteers, clients, 
partners and other stakeholders in line with UK data protection law.   

The Data Protection Act 2018, UK General Data Protection Regulation, 
Data Usage and Access Act 2025, and relevant regulations such as the 
Privacy and Electronic Communications Regulations (PECR)regulate the 
rights and privacy of individuals and ensure that personal data is not 
processed without their knowledge and, wherever possible, is not 
processed without their consent. This includes the obtaining, holding, 
using or disclosing of personal data, i.e. any information relating to an 
individual who can be identified (directly or indirectly) either from those 
data alone or by reference to an identifier (for example, client name), and 
covers computerised records as well as manual filing systems and card 
indexes.  

Data users must comply with the data protection principles of good 
practice, which underpin these laws.  Personal data must be:  

●​ obtained and processed fairly and lawfully and in a transparent 
manner  

●​ collected only for legitimate purposes that have been clearly 
explained and not further processed in a way that is incompatible 
with these purposes  

●​ adequate, relevant and limited to what is necessary in relation to 
the purposes for which they are processed  

●​ accurate and, where necessary, kept up-to-date  
●​ not kept longer than necessary for the purposes for which the 

personal data are processed 
●​ processed in a way that ensures appropriate security of the 

personal data and  
●​ not transferred outside the UK unless appropriate safeguards are in 

place, such as an International Data Transfer Agreement (IDTA)   

VCKC and all staff and volunteers who process or use personal data must 
ensure that they abide by these principles at all times.    
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VCKC is a Data Controller. The day-to-day management of data protection 
compliance, including responding to information rights requests and 
liaising with the ICO, is carried out by VCKC’s Data Protection Lead (Head 
of Volunteering and Operations).  

Policy  
1.​ Information held by VCKC relates to voluntary and community 

organisations, other organisations (including those in the public and 
private sectors) and individuals who support, assist, provide services 
to, work within or alongside, or fund voluntary and community 
organisations or to which VCKC provides services.   

2.​ Information about individuals will only be collected and processed 
where a lawful basis under UK GDPR, including recognised legitimate 
interests under DUAA 2025, applies and for specified purposes that 
have been communicated or published as permitted by law.   

3.​ Relevant data protection issues will be included in all induction and 
training as appropriate, and an internal audit of data protection 
compliance will be carried out at appropriate intervals.   

4.​ VCKC will not give out information about any individual over the 
telephone or by e-mail unless their identity has been verified and 
there is a lawful basis for the disclosure, or the disclosure is required 
by law or necessary for safeguarding or vital interests.  

5.​ Information about individuals will not be published in any type of 
directory without the written consent of the individual.   

6.​ VCKC will not share personal data with third parties for direct 
marketing unless we have the individual’s explicit consent where 
required under PECR, or another lawful basis applies for 
non-electronic marketing.   

7.​ The VCKC website will not contain any personal data that is not 
absolutely necessary. Where information is captured on the website, a 
clear policy statement will be provided (see section D below), and no 
personal data will be captured without the knowledge of the data 
subject.   

8.​ Save where this might not be possible (e.g. in the case of large 
groups), photographs and video recordings that identify individuals 
will only be used where we have their documented consent (or 
guardian consent for children or individuals lacking capacity), unless 
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the image is incidental or falls under a lawful basis such as legitimate 
interests.   

9.​ Paper files containing sensitive information about individuals will be 
labelled confidential and kept in locked filing cabinets, accessible only 
to staff with HR responsibilities and the Chief Executive.   

10.​ Computer files containing sensitive information about individuals will 
be protected through access controls, encryption where appropriate, 
and secure transfer methods. Access is restricted to staff who require 
it for their role.  

11.​ Information no longer required will be disposed of appropriately, 
including ensuring that data is non-recoverable from any computer 
system.  

Personnel records  
1.​ The names and roles of staff and trustees may be published where 

this is necessary for VCKC’s legitimate interests or to meet statutory 
and governance requirements. Only information required for these 
purposes will be published, and individuals will be informed of how 
and where their details are used.  

2.​ The names and roles held by trustees within VCKC are considered to 
be in the public domain and may be made freely available in any 
format to anyone.    

3.​ The addresses, telephone numbers and email addresses of trustees 
are confidential and will be shared only with staff and trustees who 
require the information to carry out their roles in support of VCKC’s 
governance. This information must not be further disclosed and will 
be handled using secure communication methods.  

4.​ Personal telephone numbers of staff are confidential. They may be 
shared internally only where necessary for emergency contact or 
urgent work-related matters, and only with staff who require this 
information for those purposes.  

5.​ All information relating to applicants other than the successful 
candidate is confidential. Such information will be retained for no 
longer than twelve months after the appointed individual’s start date, 
in line with VCKC’s legitimate interest in managing recruitment 
processes and responding to disputes. After this period, it will be 
securely destroyed.   
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6.​ All payroll-related information is confidential and is accessible only to 

the Treasurer, the Chief Executive, the Head of Volunteering and 
Operations, the Finance and Operations Coordinator, the 
Management Accountant and auditors, or where disclosure is 
required by law (e.g., to HMRC for tax and national insurance 
purposes). Appropriate technical and organisational measures will be 
used to keep this information secure.   

7.​ All other personnel information is confidential and may be accessed 
only by the Chair of Trustees and the Chief Executive, except where 
disclosure is legally required or expressly requested by the individual. 
Personnel data will only be used for employment-related purposes or 
to provide references at the individual’s request.  

8.​ Information relating to age, gender, ethnicity and disability may be 
collected for the purposes of monitoring compliance with our 
Equalities Policy. This information constitutes special category data 
and will be processed only under an appropriate UK GDPR condition 
and, where possible, will be anonymised or aggregated.   

9.​ Individuals have the right to access their personal data held by VCKC. 
Requests will be handled in accordance with the organisation’s Access 
to Information procedures and UK GDPR requirements. Certain 
information may be withheld where legally permitted, for example, to 
protect the rights of third parties.  

Databases of organisations and other contacts  
1.​ Personal data kept in VCKC’s contact databases will be limited to what 

is necessary for the purpose for which it was collected, processed 
under a clear lawful basis (such as legitimate interests, contract or 
consent), and individuals will be informed of these purposes. 
Non-personal organisational information may be stored without 
restriction.   

2.​ Where VCKC collects equality-monitoring information (such as age, 
gender, ethnicity or disability), this data will be anonymised or 
pseudonymised at the earliest possible stage and processed under the 
appropriate UK GDPR lawful basis and Article 9 condition (equality 
monitoring). It will be stored separately from any identifiable data.   

3.​ Special category data (e.g., health information, offender licensing 
conditions, or financial hardship information) will only be processed 
where an Article 9 condition applies and, where required, a Schedule 1 
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DPA 2018 condition and policy document are in place. Such data will be 
stored securely with restricted access, limited to staff who require it to 
provide support or supervision.   

4.​ Individuals may request deletion of their personal data. VCKC will 
assess such requests in line with the UK GDPR right to erasure and will 
delete data unless a lawful exemption applies (such as legal 
obligations, safeguarding, or the establishment, exercise or defence of 
legal claims). Retention periods are defined in VCKC’s Retention 
Schedule.   

5.​ Personal data in VCKC’s contact databases will only be used for purposes 
that have been communicated to individuals and for which a lawful basis 
exists. This may include: 
●​ sending VCKC updates, newsletters or service information, in 

compliance with PECR requirements for electronic marketing (which 
generally requires opt-in consent); 

●​ sending information about VCKC events, services or training where 
consent or legitimate interests applies 

●​ sharing information with another organisation only where a lawful 
basis exists, such as consent or legitimate interests, and where the 
individual has been informed 

●​ any additional purpose, only where the individual has given explicit 
consent or received clear notice and a valid lawful basis applies 

6. Direct electronic marketing (email, SMS, messaging services) will only be 
sent where we have the individual’s active opt-in consent, unless the 
limited ‘soft opt-in’ exemption applies in accordance with PECR. Individuals 
will be able to withdraw consent or opt out at any time. 

Templates  
The following statements or those similar in substance should be used on 
membership and other relevant forms:  
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1.  
VCKC will use the information you provide to match you with suitable 
volunteering opportunities under the lawful basis of legitimate 
interests or contract. Our full privacy notice explains your rights, how 
long we keep your data, and who we may share it with.   
  
If you would like to receive future updates about VCKC’s services, events or 
opportunities, please tick this box. You can withdraw your consent at any 
time ◻  
  
If you have any query about the use we make of your data, please contact 
our Data Protection Lead – operations@VCKC.org.uk – 07947 443823  
  
2.  
You do not have to provide any of the following information but it will 
contribute to our equal opportunities monitoring.  It is collected in order to 
monitor the diversity of people we work with and to compile statistics to 
show our funders and others how we are doing.   
  
3.  
VCKC will use the information you have provided here for the purpose of 
giving you information about VCKC’s training courses, services and events.  
  
Information you provide will not be disclosed outside our organisation, 
except where necessary in order to facilitate the training.  We may share 
your name and organisation with other participants for the purpose of 
facilitating the training session. You may opt out of this sharing by notifying 
us in advance.  
  
If you do not want us to contact you in future about VCKC’s training courses, 
services and events, please tick this box ◻  
  
Information that you choose to give on special needs will be passed to the 
trainer, if relevant, so that we can make your participation as rewarding as 
possible.  We will not retain the data after the course.  
  
If you have any questions about the use we make of your data, please contact 
our Data Protection Lead – operations@VCKC.org.uk – 07947 443823  
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Data breach  
A personal data breach is a security incident in which personal data is 
accidentally or unlawfully lost, destroyed, altered, disclosed, accessed, or 
made unavailable. A breach can result from both accidental and deliberate 
actions. A breach is not limited to data being stolen; any compromise of 
confidentiality, integrity or availability can constitute a personal data 
breach. 

Examples of personal data breaches include: 
●​ Access to personal data by an unauthorised person 
●​ Sending personal data to an incorrect recipient 
●​ Loss or theft of devices containing personal data (e.g., laptops, 

tablets, mobile phones) 
●​ Unauthorised alteration of personal data 
●​ Loss of access to or availability of personal data where this has a 

significant impact on individuals  

If a personal data breach occurs, steps should be taken promptly to 
address it:   

●​ All VCKC staff and volunteers must immediately report any 
suspected or actual data security incident to their line manager or 
supervisor. In their absence, another member of the VCKC 
management team should be informed 

●​ The manager will promptly investigate and assess the likelihood 
and severity of any risk to individuals’ rights and freedoms 

●​ If it is likely that the breach poses a risk to individuals’ rights and 
freedoms, the Information Commissioner’s Office (ICO) must be 
notified within 72 hours of VCKC becoming aware of the breach 

●​ Where the breach is likely to result in a high risk to individuals, the 
affected individuals must be informed without undue delay, 
providing clear advice on how they can protect themselves 

●​ If a report is made to the ICO, the Charity Commission, and relevant 
funders must also be notified where required. 

●​ Managers should seek guidance from the Chief Executive or the 
Head of Volunteering and Operations if they are unsure whether a 
breach requires notification 

●​ The Chief Executive Officer will inform the Chair in writing as soon 
as possible, and they will assess the potential seriousness of the 
breach. If the incident is potentially serious, the Chief Executive will 
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notify the Board immediately; otherwise, an incident report will be 
presented at the next Board meeting 

Access to information  
Data Subject Access requests can be made: 

●​ In writing to the Data Protection Lead 
●​ Verbally  
●​ Via a third party 

  
VCKC will follow ICO guidance in responding to a Data Subject Access 
request. In response to a Data Subject Access request, VCKC aims to 
disclose relevant personal information where an exemption does not 
apply within one month from the date of the request, with an extension of 
up to two months if the request is complex, while respecting the right of 
any third party to maintain confidentiality wherever reasonable. Our 
process is as follows: 

●​ Step 1 – Acknowledge within 5 working days 
●​ Step 2 – Verify identity (if needed) 
●​ Step 3 – Assess data sources (HR, CRM, email, etc.) 
●​ Step 4 – Review for exemptions and third-party data 
●​ Step 5 – Prepare disclosure 
●​ Step 6 – Issue securely 

In line with ICO guidance, a Data Subject Access Request will be paused for 
the following reasons: 

●​ To confirm the identity of the requester  
●​ To clarify the request, e.g. if the request is too specific or too broad  

We will refuse to respond to a request if the request is manifestly 
unfounded or excessive, and when it is clearly being made with no real 
purpose other than to cause disruption, or where it overlaps with previous 
requests in a disproportionate way. We will confirm in writing to the 
requester the rationale for doing so. 

Queries  
In case of any queries or questions in relation to this policy, please contact 
VCKC’s Data Protection Lead – operations@VCKC.org.uk – 07947 443823  
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Appendix 1: Individual Rights  
Under the UK GDPR, individuals have the following rights in relation to 
their personal data: 
1.​ The right to be informed. Organisations must provide clear, 

transparent, and easily accessible information about how personal 
data is collected, used, stored, and shared. This is typically fulfilled 
through a privacy notice that explains the purposes of processing, 
lawful bases, data retention periods, and individuals’ rights. 

2.​ The right of access. Individuals have the right to obtain 
confirmation that their data is being processed, access to that 
personal data, and other supplementary information (a Subject 
Access Request, or SAR). Requests can be made verbally or in 
writing, including via social media, and may be made to any VCKC 
staff member. VCKC must respond within one month. 

3.​ The right to rectification. Individuals can have inaccurate personal 
data corrected or incomplete data completed. Organisations must 
respond within one month. 

4.​ The right to erasure. Also known as the right to be forgotten. 
Individuals can request deletion of their personal data where there 
is no lawful basis for its continued processing, such as when it is no 
longer necessary for the original purpose, consent is withdrawn, or 
the data was processed unlawfully. This right is not absolute and 
applies only in certain circumstances. 

5.​ The right to restrict processing. Individuals can request that 
organisations limit the way they use their data. Data may still be 
stored, but not further processed. This may apply when data 
accuracy is contested, processing is unlawful, but the individual 
opposes erasure, or the data is needed for legal claims. 

6.​ The right to data portability. Individuals have the right to obtain 
their personal data in a structured, commonly used, 
machine-readable format and to transfer it to another controller. 
This right applies only to personal data provided by the individual, 
processed on the basis of consent or contract, and carried out by 
automated means. 

7.​ The right to object. Individuals can object to processing based on 
legitimate interests, public task, or for direct marketing. Objections 
to direct marketing must be respected immediately. VCKC provides 
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all service users with marketing preference choices when they first 
contact us, and preferences can be changed at any time. 

8.​ Rights relating to automated decision-making and profiling. 
Individuals have the right not to be subject to a decision based 
solely on automated processing (including profiling) that produces 
legal or similarly significant effects. If automated decision-making is 
used, individuals must be given information about the logic 
involved, the significance, and the possible consequences, as well as 
the ability to request human intervention. 
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Appendix 2: Data Retention & Deletion  
VCKC’s Data Retention Schedule is held in: GDrive/ Shared 
Drives/OPERATIONS/Data and Information Security/Data Retention and 
Deletion Index and in GDrive/ Shared Drives/OPERATIONS/Data and 
Information Security/Record Destruction Deletion Template. 

This schedule sets out the required retention periods for VCKC records and 
ensures compliance with data protection legislation and good 
records-management practice. 

The General Data Protection Regulation 2016 (GDPR) / Data Protection Act 
2018 /Data (Use and Access) Act 2025 requires that we do not retain 
personal data for longer than is necessary for the purpose for which it was 
collected.  

 The Freedom of Information Act 2000  
Under FOIA 2000, VCKC must make information available unless an 
exemption applies. 

The Section 46 Code of Practice sets out requirements to manage 
information and records appropriately, including maintaining retention and 
disposal schedules and ensuring staff follow them. 

To comply with this legislation, VCKC must: 
●​ Retain information only for as long as a legal, regulatory or business 

requirement exists 
●​ Ensure all records—physical and electronic—are stored securely 

and protected against unauthorised access, alteration, or loss 
●​ Maintain records in a way that they are complete, accurate, 

retrievable, and traceable for their entire lifecycle 
●​ Allow individuals access to their personal data when requested, in 

line with data protection law 
●​ Dispose of records in a secure and documented manner once they 

are no longer required 
●​ Review records annually against the retention schedule and update 

or dispose of them as appropriate 

Scope  
Retention requirements apply to all records, regardless of medium (paper, 
digital, audio, video), the systems in which they are held, or their location. 
This includes drafts, duplicates, archived material, backup copies, and 
data held in third-party systems on VCKC’s behalf. 
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Divergence from the Retention Schedule may occur only where: 

●​ Legal proceedings are ongoing or anticipated 
●​ A change in law/regulation requires longer retention, or 
●​ A legitimate and documented business need exists 

Any divergence must be agreed with the Data Protection Lead and Chief 
Executive, and must be recorded under the principle of accountability. 

Responsibilities  
Managers (with support from the Finance and Operations Coordinator) 
must: 

●​ Implement local procedures in line with VCKC’s Records 
Management Policy 

●​ Ensure staff understand their information-management 
responsibilities and receive appropriate training 

●​ Operate recordkeeping systems that enable the identification, 
review, and timely disposal of records 

●​ Regularly review records due for disposal and confirm that they are 
no longer required 

●​ Enforce compliance with approved retention and disposal 
schedules 

●​ Ensure appropriate access controls, password protections, and 
permissions for confidential material 

●​ Raise any issues relating to information governance or records 
management with the Finance and Operations Coordinator and 
Head of Volunteering & Operations 

All Staff must: 
●​ Manage the information they create and receive as part of their 

daily work 
●​ Retain records in line with VCKC’s Retention Schedule and business 

requirements 
●​ Save and organise records in a clear, meaningful, and accessible 

way to support retrieval by authorised colleagues 
●​ Ensure secure disposal of records when retention periods expire, 

following approved procedures 
●​ Report any concerns related to information or records management 

to their line manager, enabling escalation where necessary 
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Appendix 3: Privacy Notice (External) 

General Statement of Policy   
Volunteer Centre Kensington & Chelsea’s mission is to build the capacity 
of local people and organisations by empowering our community to 
realise their potential through volunteering. We fulfil our mission through 
our Core Services, Community Champions project and our Specialist 
Services, focusing on wellbeing, employability and supporting Prisons and 
ex-Offenders.  

In order to fulfil this mission, VCKC collects and processes personal 
information about you. VCKC is registered as a Data Controller under the 
Data Protection Act 2018 and the Data (Use and Access) Act 2025. 

This privacy notice explains what information we collect, use and why; 
and who we may share it with. 

How we collect your information 
We may collect information about you in various formats, for example, by 
letter, email, face-to-face, telephone, or online forms. This privacy notice 
applies to all the methods we use. 

What information we collect and use 
The categories of personal information that we collect and use may 
include the following: 

●​ contact details (e.g. name, address, telephone number or personal 
email address) 

●​ family details, including emergency contact information 
●​ identification documents 
●​ details of personal appearance and behaviour 
●​ case file information 
●​ information on health, lifestyle and social circumstances 
●​ employment and education details 
●​ copies of passports or other photo ID 
●​ housing needs 
●​ website and app user information & IP addresses 
●​ photographs or video recordings 
●​ records of meetings and decisions 
●​ information relating to compliments or complaints 
●​ marketing preferences 
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●​ records of consent, where appropriate 
●​ details of any criminal convictions (eg Disclosure Barring Service) 
●​ correspondence 
●​ financial records 

We may also collect and share additional information known as ‘special 
categories of personal data’ where appropriate, including: 

●​ health assessment 
●​ professional’s referrals 
●​ mental capacity assessments 
●​ racial or ethnic origin 
●​ religion 
●​ sexual orientation 
●​ biometrics (where used for ID purposes)    
●​ religious or philosophical beliefs 

Data Protection Rights 
Under UK data protection law, we must have a “lawful basis” for collecting 
and using your personal information. You can find out more about lawful 
bases on the ICO’s website.  

Which lawful basis we rely on may affect your data protection rights, 
which are set out below. You can find out more about your data 
protection rights and the exemptions which may apply on the ICO’s 
website. 

Your right of access - You have the right to ask us for copies of personal 
information we have about you in our records. You can also request 
information about where we get personal information from and who we 
share personal information with. There are some exemptions, which 
means you may not receive all the information you ask for.  

Your right to rectification - You have the right to ask us to correct or delete 
personal information you think is inaccurate or incomplete.  

Your right to erasure - You have the right to ask us to delete your personal 
information.  

Your right to restriction of processing - You have the right to ask us to limit 
how we can use your personal information.  
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Your right to object to processing - You have the right to object to the 
processing of your personal data. 

Your right to data portability - You have the right to ask that we transfer 
the personal information you gave us to another organisation, or to you.  

Your right to withdraw consent – When we use consent as our lawful basis 
for holding or using your personal information, you have the right to 
withdraw your consent at any time. You can read more about this right 
here. 

If you make a request, we must respond to you without undue delay (and 
in any event within one month). 

To make a data protection rights request, please contact us using the 
contact details at the end of this privacy notice. 
 
Why we collect and use your data 
Our lawful bases for collecting or using personal information are: 

Consent - we have permission from you to hold and/or use your personal 
information, after we gave you all the relevant information about the data 
and the purpose we intend to put it to. All of your data protection rights 
may apply, except the right to object. You have the right to withdraw your 
consent at any time. 

AND / OR 

Legitimate interests – we’re collecting or using your information because it 
benefits you, our organisation or someone else, without causing an undue 
risk of harm to anyone. All of your data protection rights apply, except the 
right to portability. Our legitimate interests are to: 

●​ match individuals with appropriate volunteering opportunities  
●​ share relevant information with volunteering involving 

organisations to enable the recruitment of appropriate volunteers  
●​ plan and provide quality support and services relating to wellbeing, 

employment support, and other specialist services 
●​ market and provide individuals with access to a wide range of 

opportunities and activities 
●​ deal with enquiries and complaints 
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●​ let individuals and organisations know about our services, events, 
volunteering opportunities, and opportunities with other 
organisations 

●​ promote and market VCKC’s services, including volunteering, 
community engagement, fundraising, and wellbeing 

●​ monitor and measure impact, equal opportunities, and report to 
our funders and stakeholders 

Where we get personal information from: 
●​ Directly from you 
●​ Health care providers 
●​ Suppliers and service providers 
●​ Legal and judicial sector organisations 
●​ Schools, colleges, universities or other education organisations 
●​ Councils and other public sector organisations 
●​ Publicly available sources 
●​ Previous employers 

How long do we keep your information? 
We will only keep your information for as long as is required by law or to 
provide you with the necessary services, in line with our retention policy.  

Who we share information with: 
Data processors 

●​ Plinth 
●​ Charitylog 
●​ Wish 
●​ Mailchimp 
●​ TextMarketer 

Others we share personal information with 
●​ Internal Teams within VCKC 
●​ Relevant volunteer involving organisations 
●​ Health care providers & NHS England 
●​ Suppliers and service providers 
●​ Relevant regulatory authorities 
●​ Council and Government departments where relevant 
●​ Probation Services 
●​ Organisations we need to share information with for safeguarding 

reasons 
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●​ Professional or legal advisors 
●​ External auditors or inspectors 
●​ Organisations we’re legally obliged to share personal information 

with 
●​ Emergency services 
●​ Were appropriate - publicly on our website, social media or other 

marketing and 
information media 

We will only share information where it is appropriate and legal to do so:  
●​ to provide you with a service you have requested 
●​ where it is necessary to allow a third party working for or on behalf 

of VCKC 
●​ to comply with a legal obligation 
●​ if there is a risk of serious harm or threat to life 
●​ for the prevention and detection of fraud or crime  
●​ to comply with requirements to submit data for monitoring and 

evaluation purposes by our funders  
●​ where permitted under the Data Protection Act 2018 and Data (Use 

and Access) Act 
 
Where this is necessary, we are required to comply with all aspects of the 
data protection laws. Where practicable and reasonable, we will always 
seek to inform you of any significant proposed changes to how we 
process or intend to process your personal data. 

Changes in your circumstances 
Please notify us immediately if there are any changes in your 
circumstances and personal details so we can maintain an accurate and 
up-to-date record of your information. 

How to complain 
If you have any concerns about our use of your personal data, you can 
make a complaint to us using the contact details below: 

Post: Volunteer Centre Kensington & Chelsea, 1 Thorpe Close, LONDON, 
W10 5XL 
Telephone: 020 8960 3722 
Email: operations@vckc.org.uk 
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If you remain unhappy with how we’ve used your data after raising a 
complaint with us, you can also complain to the Information 
Commissioner’s Office (ICO). The ICO is the UK's independent body set up 
to uphold information rights. 

The ICO’s address:            
Information Commissioner’s Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF 

Helpline number: 0303 123 1113 

Website: https://www.ico.org.uk/make-a-complaint 
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Appendix 4: Privacy Notice (Internal - for staff and volunteers) 

General Statement of Policy   
This privacy notice tells you what we will do with your personal 
information. 

●​ Contact details 
●​ What information we collect, use, and why 
●​ Lawful bases and data protection rights 
●​ Where we get personal information from 
●​ How long we keep information 
●​ Who we share information with 
●​ How to complain 

Contact details 
If you have any concerns about our use of your personal data, you can 
make a complaint to us using the contact details below: 

Post: Volunteer Centre Kensington & Chelsea, 1 Thorpe Close, LONDON, 
W10 5XL 
Telephone: 020 8960 3722 
Email: operations@vckc.org.uk 

What information we collect and use, and why 

Staff recruitment, administration and management 
We collect or use the following personal information as part of staff 
recruitment, administration and management: 

●​ Contact details (for example, name, address, telephone number or 
personal email address) 

●​ Date of birth 
●​ National Insurance number 
●​ Gender 
●​ Photographs (for example, promotional images) 
●​ Copies of passports or other photo ID 
●​ Copies of proof of address documents (for example, bank 

statements or bills) 
●​ Next of kin or emergency contact details 
●​ Employment history (for example, job application, employment 

references or secondary employment) 
●​ Education history (for example, qualifications) 
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●​ Right to work information 
●​ Details of any criminal convictions (for example, DBS checks) 
●​ Political, conflict of interest or gift declarations 
●​ Performance records (for example, reviews, disciplinary records, 

complaints or disciplinary action) 
●​ Training history and development needs 

We also collect the following information for staff recruitment, 
administration and management: 

●​ Racial or ethnic origin 
●​ Religious or philosophical beliefs 
●​ Health information 
●​ Sexual orientation information 

Salaries and pensions 
We collect or use the following personal information as part of managing 
salaries and pensions: 

●​ Job role and employment contract (for example, start and leave 
dates, salary, changes to employment contract or working patterns) 

●​ Time spent working (for example, timesheets) 
●​ Expense, overtime or other payments claimed 
●​ Leave (for example, sick leave, holidays or special leave) 
●​ Maternity, paternity, shared parental and adoption leave and pay 
●​ Pension details 
●​ Bank account details 
●​ Payroll records 
●​ Tax status 

Staff health and wellbeing 
We collect or use the following personal information for managing staff 
health and wellbeing: 

●​ General health and wellbeing information 
●​ Occupational health referrals and reports 
●​ Sick leave forms or fit notes (for example, Statement of Fitness for 

Work from a GP or hospital) 
●​ Accident at work records 
●​ Access needs or reasonable adjustments 

We also collect the following information for managing staff health and 
wellbeing: 
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●​ Health information 

Data Protection Rights 
Under UK data protection law, we must have a “lawful basis” for collecting 
and using your personal information. You can find out more about lawful 
bases on the ICO’s website.  

Which lawful basis we rely on may affect your data protection rights which 
are set out below. You can find out more about your data protection rights 
and the exemptions which may apply on the ICO’s website. 

Your right of access - You have the right to ask us for copies of personal 
information we have about you in our records. You can also request 
information about where we get personal information from and who we 
share personal information with. There are some exemptions which 
means you may not receive all the information you ask for.  

Your right to rectification - You have the right to ask us to correct or delete 
personal information you think is inaccurate or incomplete.  

Your right to erasure - You have the right to ask us to delete your personal 
information.  

Your right to restriction of processing - You have the right to ask us to limit 
how we can use your personal information.  

Your right to object to processing - You have the right to object to the 
processing of your personal data. 

Your right to data portability - You have the right to ask that we transfer 
the personal information you gave us to another organisation, or to you.  

Your right to withdraw consent – When we use consent as our lawful basis 
for holding or using your personal information, you have the right to 
withdraw your consent at any time. You can read more about this right 
here. 

If you make a request, we must respond to you without undue delay (and 
in any event within one month). 

To make a data protection rights request, please contact us using the 
contact details at the end of this privacy notice. 
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Why we collect and use your data 
Our lawful bases for collecting or using personal information as part of 
staff recruitment, administration and management are: 

Consent - we have permission from you to hold and/or use your personal 
information after we gave you all the relevant information about the data 
and the purpose we intended to put it to. All of your data protection rights 
may apply, except the right to object. You have the right to withdraw your 
consent at any time. 

AND / OR 

Contract – we have to collect or use the information so we can enter into 
or carry out a contract with you. All of your data protection rights may 
apply except the right to object. 

Legal obligation – we have to collect or use your information so we can 
comply with the law. All of your data protection rights may apply, except 
the right to erasure, the right to object and the right to data portability. 

Vital interests – collecting or using the information is needed when 
someone’s physical or mental health or wellbeing is at urgent or serious 
risk. This includes an urgent need for life-sustaining food, water, clothing 
or shelter. All of your data protection rights may apply, except the right to 
object and the right to portability. 

Our lawful bases for collecting or using personal information as part of 
managing salaries and pensions are: 

Consent - we have permission from you after we gave you all the relevant 
information. All of your data protection rights may apply, except the right 
to object. To be clear, you do have the right to withdraw your consent at 
any time. 

Contract – we have to collect or use the information so we can enter into 
or carry out a contract with you. All of your data protection rights may 
apply except the right to object. 

Legal obligation – we have to collect or use your information so we can 
comply with the law. All of your data protection rights may apply, except 
the right to erasure, the right to object and the right to data portability. 
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Our lawful bases for collecting or using personal information as part of 
managing staff health and wellbeing are: 

Consent - we have permission from you after we gave you all the relevant 
information. All of your data protection rights may apply, except the right 
to object. To be clear, you do have the right to withdraw your consent at 
any time. 

Vital interests – collecting or using the information is needed when 
someone’s physical or mental health or wellbeing is at urgent or serious 
risk. This includes an urgent need for life-sustaining food, water, clothing 
or shelter. All of your data protection rights may apply, except the right to 
object and the right to portability. 

Where we get personal information from 
We collect your information from the following places: 

●​ Directly from you 
●​ Occupational Health and other health providers 
●​ Pension administrators or government departments (for example, 

HMRC and DWP) 

How long we keep information 

HR Information: 
●​ Recruitment Information - shortlisting, assessments, interview 

paperwork, panel notes and scoring, applications/CVs & records of 
unsuccessful applicants will be retained for 1 year after the 
recruitment decision, in case of discrimination challenges. 

●​ Recruitment Information - applications/CVs of successful applicants 
will be added to personnel files and retained for 6 years after 
employment has ceased. 

●​ Personnel Files such as offer administration, pre-employment 
vetting and checks, references, induction logs, personal details, job 
descriptions, person specs, contracts, terms & conditions, pay 
scales, changes to hours/terms/pay/role, change of contract, HR 
correspondence, will be retained for 6 years after employment has 
ceased. 

●​ Termination / Leavers - administration of employment termination 
processes, and redundancy details will be retained for 6 years after 
employment has ceased. 
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●​ Performance / Grievance - Management of probationary period, 
supervision notes. performance monitoring and appraisals, staff 
training records will be retained for 6 years after employment has 
ceased. 

●​ Performance / Grievance - Disciplinary and Grievance Procedures 
Administration will be retained for 6 years after employment has 
ceased. If unfounded, disciplinary records should be destroyed 
immediately after the end of the investigation. 

●​ Staff Health Assessment will be retained records 6 years after the 
last assessment. 

●​ Leave administration - Annual leave / special leave / non-statutory 
leave information will be stored in Breathe for the duration of 
employment and retained 3 years after employment ceased. 

●​ Core and Specialist Services VCKC volunteer records including 
application forms/CVs, role descriptions, training & induction logs, 
sand upervision notes, will be retained in a similar manner to 
internal VCKC paid staff, and kept for 6 years after the volunteer 
stops volunteering. 

●​ Trustee Personnel records and other Trustee documents will be 
retained for at least six years after the Trustee has ceased the role. 

Accounts & Finance: 
●​ Payroll & pension Administration - Salary/payroll records, expenses 

and allowances claims, changes to pay, increments, loss of earnings, 
statutory and non‐statutory payments and deductions, additional 
hours claims, redundancy payments, and records of employer 
pension contributions will be retained 6 years after the end of the 
financial year in which the records were created. Where info 
required for pension purposes in line with Pension Scheme 
Administration records should be kept for 12 years following the 
ending of any benefit payable under the scheme. 

●​ IT 
●​ Former employees' email accounts should be deleted as soon as 

the information is no longer required and kept no longer than 2 
years from the staff member's departure. 

Who we share information with 
In some circumstances, we may share information with the following 
organisations: 
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●​ Training suppliers 
●​ HMRC 
●​ Suppliers and service providers 

Data processors 
We use the following data processors for the following reasons: 

●​ Breathe - This data processor does the following activities for us: 
They store HR records, keep records of sick leave, and keep track of 
annual leave use. 

●​ Peoplesafe - This data processor does the following activities for us: 
They provide a personal safety tech app for some of our staff 
members 

●​ Plinth - This data processor does the following activities for us: They 
help us recruit volunteers and store their records. 

How to complain 
If you remain unhappy with how we’ve used your data after raising a 
complaint with us, you can also complain to the Information 
Commissioner’s Office (ICO). The ICO is the UK's independent body set up 
to uphold information rights. 

The ICO’s address:            

Information Commissioner’s Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF 

Helpline number: 0303 123 1113 

Website: https://www.ico.org.uk/make-a-complaint 
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